
Summary of Internal Audit Reports Issued to Date

Agenda Item

REPORT OF DAP Partnership Manager
To: Audit & Governance Committee
Subject: Audit Reports Issued to Date
Date: 5th December 2017 Reference:

PURPOSE OF REPORT:    To provide a summary of the audit reports issued to date to enable 
members to discuss any matters they wish to raise.
 

1. INTRODUCTION
The Audit & Governance Committee requested a regular summary of the audit reports issued 
to ensure there is opportunity to raise any queries on those reports. 

Where possible Members are encouraged to raise any significant concerns with the Service 
Improvement Officer at the time of issue of the report, however this report gives the 
opportunity for Members as a group to discuss any related matters.

This committee report covers the audit reports issued to date and not previously reported. 

2. REPORT
A summary of those reports issued to date and not included in previous committee reports is 
included at Appendix A. 

There are seven audits to be reported upon: 
 ICT Cyber Security Follow Up
 Community Safety Partnership
 Governance
 Asset Management
 Debtors
 Council Tax
 Licensing

In addition an audit was completed by the South West Audit Partnership (SWAP) on one of 
Torridge’s third party organisations (Wessex Home Improvement Loans).

3. IMPLICATIONS
Legal Implications
None.

Financial Implications
None.

Human Resources Implications
None.

Sustainability Implications
None.

Equality/Diversity
None.
Risk Management
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The two key outcomes from an audit are the opinion on the audit subject, which indicates the 
level of assurance that members can take, and the agreed actions to strengthen the control 
framework. Any agreed actions are evaluated against the corporate risk matrix and the audit 
reports include those risks that are medium or high. Low risk or housekeeping matters are 
reported separately and directly to management for them to manage. Progress with 
implementing actions is reported to the Head of Paid Service (or Senior Management Team) and 
to the Audit & Governance committee on a quarterly basis.
 
Compliance with Policies and Strategies
This report complies with the Audit & Governance Committee terms of reference and the Audit 
Procedures Manual. 

Ward Member and Leader Member Views
Councillor Philip Hackett, Chair of Audit & Governance, commented “The Internal Audits Reports 
contribute to the Council’s robust governance arrangements.”   

4. CONCLUSIONS
Seven reports have been issued since the meeting in April. The opinion for these audits at the 
time of publication was:

Opinion Audit
‘Good’
(which means minimal risks identified)

ICT Cyber Security Follow-Up; 
Governance; Debtors; Council Tax

‘Satisfactory’
(which means some risks identified; some 
changes should be made)

Community Safety Partnership; 
Asset Management; Licensing; 

Opinions range from: Good; Satisfactory; Satisfactory/Good; Satisfactory / Marginal; Marginal / 
Satisfactory; Marginal; Unsatisfactory; and, Unsound.

One report was published by SWAP. The opinion for this audit at the time of publication was:

Opinion Audit
‘Substantial’
(which means the processes were adequately 
controlled and the controls in place operate 
effectively and risks are well managed)

Wessex Home Improvement Loans 

Opinions range from: Substantial; Reasonable; Partial; and, None.

5. RECOMMENDATIONS
Committee are asked to:

Note the report issued in this reporting period and raise any queries, suggestions or proposals 
relating to the seven internal audits in this report.

SUPPORTING INFORMATION

Consultations: Officer - Jenny Wallace; Steve Hearse; Jamie Hollis
Councillors - Philip Hackett

Contact Officer: Chris Dobbs

Background Papers: Audit files
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Appendix A
ICT Cyber Security Follow-Up – Good (6/6 controls were effective at the time of publishing)

Previous Audit Opinion (November 2016) – Marginal/Satisfactory (4/6 controls were effective at the time of 
publishing)

Background

Current government and ICT industry initiatives have raised the profile of Cyber and the risks associated 
with what represents a broad and ever evolving area of risk. During the initial audit scoping, the Business 
Transformation Manager highlighted areas that they wish the audit to focus upon. It was agreed that work 
should be performed to broadly assess network security using the government “Cyber Essentials” 
framework. 
Cyber (Security) can be considered to be a body of technologies, processes and practices designed to 
protect networks, computers, programs and data from attack, damage or unauthorised access. HM 
Government’s “Cyber Essentials Scheme” forms a baseline for the basic controls that organisations 
implement to mitigate the risk from common internet based threats. It is often quoted that the framework 
provides an organisation with a baseline that protects it from approximately eighty percent of cyber-attacks. 
It should be noted that the 2016-2021 National ICT Strategy recognises the scheme as an important 
baseline from which Cyber security is built.
Due to the importance of the ability to reinstate services following a successful cyber-attack work was also 
undertaken to assess the corporate backup arrangements. 
By implementing Cyber Essentials, organisations are mitigating against the following common types of 
cyber-attack:

 Phishing: malware infection through users clicking on malicious e-mail attachments or 
website links. 

 Hacking: exploitation of known vulnerabilities in Internet connected servers and devices 
using widely available tools and techniques. 

Opinion 

The original initial high level review found that 39 of the 48 controls reviewed were considered effective.  
Improvements were made with regard to 8 controls, particularly in relation to the weaknesses identified with 
the use of domain admin accounts where we recommended common industry practices (as strongly 
advocated by Microsoft). 

We are pleased to report that, as at 19/07/2017, improvements have been made to ensure that controls in 
this area are now considered to be of a “Good” standard, with remediation’s implemented in accord with the 
original resolution target date of June 2017.

Management Response

Strategic Manager (Resources) - Given the nature of the risks highlighted in the original audit this was 
escalated to SMT in accordance with our Risk Management framework and actions were prioritised to deal 
with the issues.  I am pleased to see that the ICT team responded swiftly and in line with the agreed 
timeframes to implement a solution that now raises the opinion to good and protects the Council as much 
as able given the changing and evolving nature of these attacks.

See following page for control table:
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ICT CYBER SECURITY F/UP - SUMMARY OF MAIN FINDINGS IN RESPECT OF KEY CONTROLS
The table below shows the conclusion derived from the testing of the key controls. 

KEY CONTROL
SUMMARY OF FINDINGS (Updated July 17)

O
ct 16

N
ov 16

Jul 17

1. Boundary firewalls 
and internet gateways - 
Information, applications 
and computers within the 
organisation’s internal 
networks are protected 
against unauthorised 
access and disclosure 
from the internet, using 
boundary firewalls, 
internet gateways or 
equivalent network 
devices.

Boundary firewalls and internet gateways were found to be well managed 
and a small sample of changes identified that rule changes followed set 
process that recorded the initial request. Firewall devices, and all settings 
and rules, are backed up as part of the corporate backup process. The 
core Firewall was appropriately ‘hardened’ against potential attacks and 
any weaknesses identified by PSN mandated penetration testing were 
included within a remediation plan. PSN accreditation had recently been 
successfully  

Whilst there is little pro-active analysis undertaken to identify suspicious 
activity, this is not something that would be expected in an organisation of 
this size, particularly in light of the limited ICT resources available. The 
web proxy device emails alerts whenever it detects potentially malicious 
activity and other layers of control provided by Antivirus software, Email 
management rules and general user awareness, provide adequate 
responsive protection.

G G G

2. Secure Configuration 
- Computers and network 
devices are configured to 
reduce the level of 
inherent vulnerabilities 
and provide only the 
services required to fulfil 
their role. 

The network incorporates Windows 2012 R2 and Windows 2008 R2 
servers. The 2012 servers are hardened by default, with services needing 
to be enabled. The 2008 servers are subject to security / hardening using 
Security Compliance Manager baselines. This forms a secure basis on 
which most services operate. Servers are appropriately ‘hardened’ and 
administered using appropriately complex passwords. However, some 
additional assurance would be provided by the documentation through 
policy and guidance of what are robust server commissioning procedures.

End user devices are appropriately governed through a combination 
endpoint security and configuration.

A G G

3. Access Control - 
User accounts, 
particularly those with 
special access privileges 
(e.g. administrative 
accounts) are assigned 
only to authorised 
individuals, managed 
effectively and provide 
the minimum level of 
access to applications, 
computers and networks. 

The use of Domain Admin accounts (that previously represented a 
significant vulnerability to the Councils network) is now appropriately 
managed. Use of all high privilege accounts has been limited to 
appropriately skilled staff and email and internet access removed. The 
newly acquired Avecto software provides potential for further 
strengthening.

Password quality is meets with best practice and user access management 
accords to common protocols, with access requests requiring authorisation 
and recorded upon the ‘Heat’ service desk solution. Third Party access 
was now found to be well managed, with appropriate gateways in place to 
permit access over a defined period and record the reason for the work 
undertaken. 

R
R G

4. Malware protection - 
Computers that are 
exposed to the internet 
are protected against 
malware infection 
through the use of 
malware protection 
software. 

Malware protection is provided through   layers of controls provided by a 
variety of protection software solutions. Appropriate protection was found 
to be provided to safeguard servers and end user devices utilising a 
combination of real-time protection and scheduled scanning. 

Evidence was found that, where necessary, post malware incident reviews 
are conducted in a timely manner further staff awareness training is 
provided as appropriate. 

Whilst malware protection solutions are becoming more sophisticated and 
configurable, this in itself represents a risk. Review of the primary anti-virus 
solution highlighted that settings and terminology used creates its own 
challenges with some ambiguity as to what certain settings did.

G G G
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5. Patch Management - 
Software running on 
computers and network 
devices are kept up-to-
date and have the latest 
security patches 
installed. 

Software and hardware patches were found to be appropriately managed. 
Microsoft Windows Server Update Services (WSUS) is used to manage 
the patching requirements of key infrastructure. Annual health checks are 
conducted using accredited companies on a rotational basis which is best 
practice. All issues highlighted as part of the health check are added to 
formal remediation plans that assign responsibility.

Business solution software patching is generally functional as opposed to 
being security related, with update packages reviewed prior to 
implementation. It was noted that some business solutions utilise 
components, such as Apache and Flash, introduce potential vulnerabilities 
and engineers should remain vigilant to threats posed.

G G G

6. Backup & Business 
Continuity - Backup 
procedures exist to 
safeguard the system 
and system data and 
provide for an 
appropriate 'point in time' 
restoration that accords 
to business needs.

Current backup architecture provides a high level of availability and 
resilience that ensures strong assurance in this area. The mirroring of the 
core backup process ensures that the majority of key systems can be 
reinstated within a limited timescale. Further assurance is provided by the 
existence of a physical backup process that is also extremely robust. 

The use of third party support to assist with managing the complex Oracle 
environment helps mitigate the risk of erroneous configuration. However, 
following the upgrade to Oracle Release 12, appropriate testing should 
take place to ensure that backup data is complete.

A A G
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Community Safety Partnership – Satisfactory (6/7 controls were effective at the time of publishing)

Previous Audit Opinion relates to an Audit of Safer North Devon (June 2012) – Satisfactory (3/6 controls 
were effective at the time of publishing)

Background

The Crime & Disorder Act 1998 provided the framework for the establishment of Community Safety 
Partnerships (CSP’s). It gave the lead responsibility for crime and disorder reduction to the Police and 
Local Authorities, as well as a duty to consider crime and disorder in all of their activities. 

Section 17 of the Act states that it is the duty of each relevant authority to exercise its various functions with 
due regard to the likely effect of those functions on, and the need to do all that it reasonably can to prevent:  

 Crime and disorder in its area (including anti-social behaviour and other behaviour adversely 
affecting the local environment) and, 

 The misuse of drugs, alcohol and other substances in its area.

Torridge District Council was formerly part of the ‘Safer North Devon’ CSP but has now established its own 
Partnership, whilst retaining a joint strategic board with the North Devon Council CSP. Other partners 
include Devon County Council, the Police, Fire and Rescue services and the probation service

Opinion

The audit has found that six of the seven controls tested were working effectively.  Improvements can be 
made with regard to the development of an Annual Strategic Assessment. 

Management Response

Environmental Health and Community Safety Manager - Report reviewed and agreed as accurate. 
Findings accepted.

See following page for control table:
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COMMUNITY SAFETY PARTNERSHIP - SUMMARY OF MAIN FINDINGS RE KEY CONTROLS
The table below shows the conclusion derived from the testing of the key controls. 

KEY CONTROL
SUMMARY OF FINDINGS

Sep 2017

Sep 2017

C1. A strategic group has been established to 
direct the work of the partnership.

A board is in place and comprised of 
representatives from all relevant authorities. The 
board meets quarterly and minutes are retained.

G G

C2. The Authority regularly engages with the 
community (through the CSP) on crime 
reduction priorities and progress in achieving 
them.

Various channels are used to engage with 
stakeholder including staff, elected members and 
the wider public.

G G

C3. Protocols and systems are established for 
sharing information.

A protocol and systems are in place to enable the 
safe sharing of information between partner 
organisations.

G G

C4. The CSP analyses available data in order 
to produce an annual 'Strategic Assessment'.

There is currently no Strategic Assessment that is 
produced annually and reported to members. R R

C5. A Partnership Plan has been established 
against which progress is monitored.

A series of action plans have been developed 
around four themes, with Torridge leading on the 
‘vulnerability’ theme. The separate plans are being 
integrated into an overall plan.

G G

C6. The Partnership has developed a strategy 
to reduce re-offending.

There is no separate strategy, however reducing re-
offending is a standing agenda item and the 
Partnership is involved in activities which aim to 
reduce re-offending, such as the deferred charge 
scheme. 

G G

C7. The Authority commissions or assists with 
Domestic Homicide Reviews where 
necessary.

The Authority assists as necessary and has recently 
submitted evidence in relation to one such review.

G G
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Governance – Good (8/9 controls were effective at the time of publishing)

No Previous Audit Opinion 

Background

The Governance Team has a range of responsibilities:
 To support local democracy. 
 To coordinate a transparent, unbiased and timely FOI & complaints systems.  
 To meet the needs of the Council, members and senior officers by providing accurate and timely 

information, support and challenge. 
 To deliver customer focused service improvement. 
 To provide accurate, timely and complete information to both internal and external customers that 

complies with the Council's approved corporate image and identity. 
 To provide an Internal audit function which provides independent, objective assurance to help the 

Authority accomplish its objectives by bringing a systematic, disciplined approach to evaluate and 
improve the effectiveness of risk management, control and governance processes. 

 To maintain an accurate and up-to-date register of electors and to conduct elections in a lawful manner.

In previous years the above responsibilities have been subject to separate audits but now we have adopted 
a risk based approach to internal audits, there is no longer a requirement to carry out detailed audits into 
each of these areas of responsibility.  

The current audit covers Communications, Corporate Governance, Strategic Planning, and Complaints. 
Communications was last audited in 2011/12 but the other three areas have not been reviewed by Internal 
Audit.  

FOI was last audited in 2011/12; Elections was last audited in 2011/12; Performance was last audited in 
2013/14. There is a separate audit planned to look at Key Performance Indicators in 2017/18.

The work of Internal Audit is subject to independent review by the External Auditor.

Opinion

The audit has found that seven of the nine controls tested were working effectively.  Improvements can be 
made with regard to retaining evidence that social media access for officers is approved and evidencing 
that lessons have been learned from upheld complaints.  

Management Response

Governance Manager - The audit highlighted a couple of minor risk areas and these will all be mitigated 
by the beginning of October 2017. Overall I was pleased that the Governance Team has received a ‘Good’ 
level of assurance and we will continue to ensure that the necessary controls remain in place.

See following page for control table:
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GOVERNANCE - SUMMARY OF MAIN FINDINGS IN RESPECT OF KEY CONTROLS
The table below shows the conclusion derived from the testing of the key controls. 

KEY CONTROL
SUMMARY OF FINDINGS

Sep 2017

Sep 2017

C1. A Communication Strategy and a 
Media/Social Media Policy are in place which 
clearly sets out roles and responsibilities in these 
areas. The documents have been approved and 
distributed to all relevant parties.

All policies are in place and up to date, having 
been approved by SMT.
They have been published on the intranet and in 
some cases awareness raised via the staff 
newsletter. Authorisation forms for social media 
use were not always found.

A G

C2. Copies of local publications and media 
websites (including tweets) are regularly 
monitored and any items concerning Torridge are 
escalated as required.

The Communications team regularly monitor the 
local press and have set up alerts to receive 
early notification of news stories, which are then 
reported to the Head of Paid Service.

G G

C3. A formal complaints process which complies 
with the requirements of the LGO has been 
approved and is easily available    

A documented process is in place and published. 
The authority has established a working 
relationship with the LGO and liaises with them 
on cases reported to them.

G G

C4. All formal complaints are recorded on a 
central database and progress is monitored to 
ensure timely completion. Members are regularly 
updated on the number, nature, and outcomes of 
formal complaints received.

A detailed and up to date database is 
maintained, which enables progress to be 
monitored. A quarterly report is made to 
members via the members’ newsletter.

G G

C5. Learning points from complaints are fed back 
to Service Managers to prevent re-occurrence of 
problems and to improve the effectiveness of the 
council’s policies and procedures and have been 
actioned

Although there is a process for recording lessons 
learned, actual instances of this could be 
improved. Some complaints, such as relating to 
poor communications tend to be recurring.

A A

C6. Service Business plans are developed each 
year and business plan actions are tied to the 4 
Goals in the Council’s Strategic Plan and a GAP 
analysis takes place to identify any Strategic 
Goals which are not being met and plans are put 
in place to address those gaps.  

Business plans include clear links to the strategic 
plans ‘goals’. Ongoing gap analyses will ensure 
the more detailed ‘actions’ are incorporated into 
business plans at some point during the 
Strategic Plans lifecycle.

G G

C7. Performance against the business plans is 
regularly reported to SMT and Members

The Quarterly Business Report is reported to 
both SMT and the Internal Overview and 
Scrutiny Committee.

G G

C8. The Council complies with the Accounts and 
Audit (England) Regulations 2016 in relation to 
the publication of an Annual Government 
Statement

The Annual Governance Statement covering 
2016-17 is now approved and published. G G

C9. The Council’s Governance framework  
complies with the CIPFA/SOLACE ‘Delivering 
Good Governance in Local Government 
Guidance Notes for English Authorities 2016’

A comprehensive evidence database supporting 
the pledges within the Code of Corporate 
Governance is maintained. The Code itself is up 
to date and published.

G G
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Asset Management – Satisfactory (8/11 controls were effective at the time of publishing)

Previous Audit Opinion (March 2015) – Good (10/11 controls were effective at the time of publishing)

Background

The Asset Register is a record of all land, buildings, plant and equipment owned by the Council whose 
values must be included in the Balance Sheet under the heading of Tangible Non-Current assets. 
Managing those assets has been under intense scrutiny for the past 10 years with successive 
Government’s, National Audit Office and Audit Commission focusing on how the Local Government Estate 
has been managed and setting clear targets for improved performance or savings. In accordance with 
Financial Procedure Rules, the Strategic Manager (Resources) is responsible for maintaining the Asset 
Register and the Property Terrier. 

The latest professional guidance is the CIPFA’s Code of Practice on Local Authority Accounting in the 
United Kingdom – 2016/17. There have also been a number of National Audit Office Reports and these 
specifically consider ten benefits of good asset management and are summarised by Communities and 
Local Government (CLG) Building on Strong Foundations (Ref. 5). The report stated that effective asset 
management can:

 deliver exceptional services for citizens, aligned with locally agreed priorities, while focusing investment 
clearly on need;

 empower communities and stimulate debate;
 improve the economic well-being of an area;
 ensure that, once built, assets are correctly maintained;
 introduce new working practices and trigger cultural organisational changes;
 reduce carbon emissions and improve environmental sustainability;
 increase co-location, partnership working with other authorities or organisations that could lead to 

sharing Estates knowledge and improvement;
 improve the accessibility of services and ensure compliance with the Disability Discrimination Act 2005;
 generate efficiency gains, capital receipts or an income stream; and
 improve the quality of the public realm.

Opinion 

The audit has found that eight of the eleven controls tested were working effectively.  Improvements can be 
made with regard to updating the Asset Management Plan, reintroducing accurate benchmarking and 
ensuring accuracy within accounting records. 

Management Response

Finance Manager - Management agree with the findings within the report and the financial procedure rules 
with regards to the disposal of assets will be amended to remove inconsistencies. The Financial Procedure 
rules are fully reviewed every two years (and subsequently approved by Full Council).  It is still intended 
that approval for amendments regarding asset disposals and any other subsequent alterations will be 
sought in 2018/19. 

See following page for control table:
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ASSET MANAGEMENT - SUMMARY OF MAIN FINDINGS IN RESPECT OF KEY CONTROLS
The table below shows the conclusion derived from the testing of the key controls. 

KEY CONTROL
SUMMARY OF FINDINGS

A
ug 2017

Sep 2017

C1. Collecting data on size, use, 
occupancy, condition, running costs 
and open market value is undertaken 
appropriately (realistic alternative 
uses);

Full records are maintained and updated of the Authority’s land and 
buildings. This includes asset management software, network 
folders for deeds and key documents and the fixed asset register 
for financial information. A five year rolling programme of 
revaluations is in place.

G G

C2. Ensuring that asset management 
plans include quantification of the 
potential costs and benefits of 
proposals and sharing this 
information with other local bodies 
providing public services;

The Asset Management Plan has expired as of March 2017.
A new plan will be developed however this is likely to take several 
months.
The previous plan is still available via the website.

A A

C3. Publishing maps or details of the 
properties held by the public sector in 
local areas, and inviting proposals for 
alternative use of them;

Information on current assets has been published on the Authority’s 
website in accordance with the Local Government Transparency 
Code 2015. Published OS co-ordinates were found to be accurate.

G G

C4. The Council participate in other 
benchmarking networks, such as 
those offered by CIPFA Property;

Resourcing issues have meant that there has been no reliable 
benchmarking exercise other than figures based on estimated data, 
during the last two years.

A A

C5. Identifying and disposing of 
surplus or under-utilised property is 
undertaken effectively;

The Property and Procurement Manager aided by the Senior 
Estates Officer review property usage on an ongoing basis and this 
is discussed at the regular Asset Management Working Party 
meetings. 

G G

C6. There are clear efforts to 
consider reconfiguring services and 
administration so that they occupy 
less space; 

The Authority has an active transformation programme and is 
currently investing in new office space that will enable the 
workforce to be consolidated onto fewer sites and allow the 
disposal of surplus assets.

G G

C7. Consideration is given to tenure 
other than ownership – such as 
lease, rent or lease-back – where 
that gives demonstrably better value;

Leasing arrangements are used where this is deemed to provide 
better value. Short term hire is used for some refuse vehicles 
although the Authority is moving towards a fully owned fleet. An 
operating lease is in place for reprographic equipment. 

The Draft Statement of Accounts for 2016-17 incorrectly states that 
the Authority is currently the lessee in respect of two finance leases 
for office space. 

G G

C8. Implementing capital charging 
arrangements that make managers 
accountable for the cost of the capital 
they use;

Capital charges such as depreciation and impairment, as well as 
asset revaluations are posted to the Asset Register and general 
ledger at year end. Records supporting this process for year end 
2016-17 were of a good standard.

G G

C9. Acquiring property at reduced 
prices to satisfy planned future need 
against the strategic property plan;

The Authority is currently consolidating rather than expanding its 
property portfolio overall. Efforts, approved by Full Council, are 
ongoing however to secure new premises for one key service that 
is currently being re-organised.

G G

C10. Purchase, management and 
disposal of assets comply with the 
Financial and Contract Procedure 
Rules ensuring that assets are used 
efficiently and effectively to obtain 
maximum value for money. 

Expenditure controls ensure appropriate authorisation of 
purchases. Disposal authorisation protocols within the Financial 
Procedure Rules were unclear and even contradictory. Recent 
disposals sought to obtain the best sale price by inviting offers or 
selling via public auctions.

A A

C11. Accounting records comply with 
the CIPFA accounting code of 
practice.

The Asset Register and general ledger records were found to be 
sufficiently detailed and code structures used were in accordance 
with the CIPFA Code of Practice.

G G
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Debtors – Good (6/7 controls were effective at the time of publishing)

Previous Audit Opinion (October 2015) – Satisfactory (6/8 controls were effective at the time of publishing)

Background

The debtors system manages the invoicing and payment collection for chargeable goods and services 
provided by the Council to the general public and businesses. Debtors to the Council are recorded in the 
Debtor’s module of the Council’s CedAr software system, which has a direct interface to the General 
Ledger. Debtors appear in the Financial Statements as a current asset.

The main aim and objectives of the service is to bill the right person for the right amount at the right time. A 
further aim is to take correct action to maximize recovery of debt owed to the Council. The system is 
overseen and monitored by the NNDR & Income team.

The previous Debtors Audit concluded that the system was being operated to a satisfactory standard. 
Based on our sample testing at that time we identified that improvements could be made in 2 of the 8 
controls reviewed, with the remainder operating effectively.

This audit derives from the annual audit plan of the Internal Audit Section and a requirement to audit key 
systems on a regular basis. 

Opinion 

The audit has found that six of the seven controls tested were working effectively. Although outside of the 
team’s immediate control, improvements can be made with regard to the level of detail contained within 
invoices and by reviewing the methodology applied when reporting collection statistics. 

Management Response

Customer Support Manager - The audit reflects the ongoing good work done by the team and the issues 
identified by the audit are outside of their direct control. It is important that all officers across all teams raise 
invoices with sufficient detail to ensure customers and the debtor’s team have all the information they 
require.

The debt collection figure has been reported in line with the requirements set out by the accounts team but 
I welcome the chance for the methodology to be reviewed and amended as necessary.

See following page for control table:
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DEBTORS - SUMMARY OF MAIN FINDINGS IN RESPECT OF KEY CONTROLS
The table below shows the conclusion derived from the testing of the key controls. 

KEY CONTROL
SUMMARY OF FINDINGS

O
ct 2017

O
ct 2017

C1. Invoices are raised 
promptly and authorized for 
the correct value, coding and 
VAT and that there are 
mechanisms in place to ensure 
all sundry income is invoiced 
including periodical income.

Invoices were promptly raised where it was possible to verify this, 
however some invoices lack sufficient detail, such as the period 
covered by the charge.
Each department is responsible for ensuring that periodic 
invoicing occurs at the correct time.
Standard fees in line with published rates had been applied in 
respect of room hire, parking permits and licences.

A A

C2. Collection rates are 
reviewed and arrears pursued 
according to policy.

SPAR.net is used to record collection rates which are then 
reported to the O&S (Internal) Committee. Recovery is carried out 
primarily by the Income team with involvement from Legal 
Services if deemed necessary. Account notes recorded actions 
taken during recovery and were up to date in our sample.

G G

C3. Write-offs are made in 
accordance with correct 
procedures (Policies & 
Financial Procedures).

Write offs and cancellations were processed appropriately. 
Supporting evidence such as the authorised ‘debtor matrix’ form 
were retained and readily available. 

G G

C4. The debt position is 
reported accurately and on a 
timely basis to the managing 
body.

A Quarterly Business Review is presented to the O&S (Internal) 
Committee which includes performance information such as 
recovery rates and levels of aged debt. Recovery rates exceed 
the target set, which is set at a reasonable level, and aged debt 
levels are at the lowest levels for several years.

There are concerns regarding the methodology used (based on 
an overall aggregated figure) to produce the debt collection figure 
and this audit has proposed an improvement suggestion to review 
the rate figure to see if can be amended to reflect current, in-year, 
performance.

G G

C5. Associated suspense 
accounts are reviewed and 
cleared on a regular basis.

The Fund 39 account within the Capita Cash Receipting system is 
used for incorrectly coded transactions or transactions with no 
known code. This account is regularly monitored by the Customer 
Services Supervisor and no ongoing delays were noted.

G G

C6. Debtors system is 
regularly reconciled to the 
General Ledger.

The Accountancy team are responsible for the reconciliation of 
the general ledger debtor control account to the debtor module. 
This process was up to date and no unexplained variances 
existed.

G G

C7. Access to IT systems are 
adequately controlled and 
monitored.

Access to the debtor system is controlled by the System 
Administrator. User profiles restrict access to an appropriate level. 
Password controls were satisfactory and system data is regularly 
backed up to an offsite location.

G G



Summary of Internal Audit Reports Issued to Date

Council Tax – Good (13/14 controls were effective at the time of publishing)

Previous Audit Opinion (November 2016) – Good (13/14 controls were effective at the time of publishing)

Background

The Council Tax was created by the Finance Act 1992 and came into operation on 1st April 1993. The act 
requires that all domestic properties be placed in one of 8 bands, referenced A to H, according to values 
given them by the Listing Officer, an appointee of The Commissioners of the Inland Revenue, and based 
on market values as at 1st April 1991. The Council Tax contributes to the cost of services provided by 
Torridge District Council, Devon County Council, Devon and Cornwall Police Authority, Devon and 
Somerset Fire and Rescue Authority as well as local Parish & Town Councils. 

There are 32,331 banded properties in the district, of which most are classed as chargeable dwellings 
(taking account of discounts, exemptions, disabled relief and empty properties). Torridge District Council is 
responsible for the collection of Council Tax. The Council Tax System involves maintaining a database of 
eligible dwellings, which are banded based on valuations performed by the Valuation Office Agency (VOA), 
an executive agency of HM Revenues & Customs (HMRC).

As the Charging Authority, Torridge District Council is responsible for the accurate and timely billing and 
collection of the tax and ensuring that accurate and timely precept payments are made during the financial 
year. A further aim is to take correct action to maximise recovery of Council Tax.

The previous audit of the Council Tax system was conducted in October 2016 and covered the 2016/2017 
financial year. The audit opinion from this audit was Good.  

Opinion 

The audit has found that twelve of the fourteen controls tested were working effectively.  Improvements can 
be made with regard to updating online procedures and ensuring reconciliation records are accurate. 

Management Response

Customer Support Manager - The Council Tax team has been subject to some significant staff changes 
during the last 12 months but despite this they continue to provide a service that has been assessed as 
good. This is a credit to the team and their hard work. The items identified have or are in the process of 
being actioned.

See following page for control table:



Summary of Internal Audit Reports Issued to Date

COUNCIL TAX - SUMMARY OF MAIN FINDINGS IN RESPECT OF KEY CONTROLS
The table below shows the conclusion derived from the testing of the key controls. 

KEY CONTROL
SUMMARY OF FINDINGS

O
ct 2017

O
ct 2017

C1. Council Tax amounts are set and 
approved by members by 11th March in 
the year prior to the financial year

Council Tax levels were approved by Full Council on 27 February 2016. G G

C2. Any discounts (single occupier, 
disabled, empty etc.) are verified and 
controlled

Council Tax Support, Discounts and Exemptions have been applied 
correctly in most instances, however insufficient evidence was held to 
confirm all cases reviewed. Eligibility is subject to checks which include 
data matching; declarations; review of documentary evidence and property 
inspections. Online procedures, including those relating to discounts, are 
not up to date.

A A

C3. Any exempt properties are 
appropriately reviewed by visiting 
officers on a regular basis

Evidence was seen to show that inspections had occurred in a number of 
cases, but we did find one instance where no inspection was recorded. 
Standard empty properties are commonly subject to telephone reviews and 
only visited if necessary. 

G G

C4. There is an automated update of 
benefit entitlements

Information on Council Tax Support is posted daily between the Housing 
Benefit and Council Tax modules of Academy. The System Admin team 
monitor and reconcile these postings.

G G

C5. The Academy system is reconciled 
(fully and accurately) to the valuation 
list on a regular basis 

A weekly reconciliation of property numbers within each band is carried out 
between the Council database and that of the Valuation Office Agency 
(VOA). There are currently two unknown variances in bands A and D.

G G

C6. The Academy system is updated 
with new Council Tax bandings in a 
timely and accurate manner. Changes 
to system parameters are verified and 
checked.

Changes to the valuation list are notified to the Authority by the VOA on a 
weekly schedule. The changes had been promptly and accurately updated 
on the Academy system.

G G

C7. All calculations of Council Tax 
liability are accurate and timely and 
there is a reasonableness check on 
bills produced

Annual bills and in-year adjustment notices were promptly issued. Bill 
calculations in our sample were accurate and had been calculated as a 
daily charge using system parameters set prior to the start of the year.

G G

C8. Collection rates are monitored and 
reported

Processes are clearly documented and recovery actions are automatically 
escalated where non-payment continues. Collection rates are monitored 
monthly and reported to SMT quarterly. 

G G

C9. Recovery processes for non 
payment are in place and working

A recovery schedule is in place and has been followed. This includes the 
monthly generation of reminders and summonses and attendance at court 
to pursue a legal recovery route where necessary. Where a stop recovery 
is placed on an account, diary dates are used to ensure they are 
monitored.

G G

C10. Write-offs are made in accordance 
with correct procedures (Policies & 
Financial procedures)

Council Tax write-offs have been processed in accordance with agreed 
procedures and evidence of checks retained.

G G

C11. The Council Tax system is 
regularly reconciled to the Cash 
Receipting system, the Benefits system 
and the GL (Cedar)

The Academy, Capita and CedAr systems are reconciled daily. No 
unexplained variances existed at the time of testing. The spreadsheet 
record summarising the reconciliation contained formatting errors.

A G

C12. Precepts are paid correctly and on 
time.

Precept payments were found to have been paid correctly and on time in 
accordance with the schedule. 

G G

C13. The cash payments suspense 
accounts are reviewed and cleared on 
a regular basis

The Academy suspense account is monitored daily by the System Admin 
team. There were seven transaction pairs for the current year to date and 
all had been processed promptly.

G G

C14. Access to IT systems are 
adequately controlled and monitored.

Access to the Academy system is administered by the System Admin 
team. Users are authorised and access levels are dependent on the users’ 
role. Passwords are changed at regular intervals.

G G
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Licensing – Satisfactory (14/20 controls were effective at the time of publishing)

Previous Audit Opinion (May 2014) – Good (8/8 controls were effective at the time of publishing)

Background

The work within the Licensing Service, including the setting of local policy for Taxi Licensing, is 
underpinned from various pieces of statutory legislation including;

 The Town Police Clause Act 1847 & 1889
 The Transport Act 1980, 1981 and 1985
 The Road Safety Act 2006
 Crime and Disorder Act 1998

More recently, it also became a legal duty of Local Authorities, such as Torridge District Council, to ensure 
that their functions are discharged having regard to the need ‘to safeguard and promote the welfare of 
children’ and that ‘any services provided by another person pursuant to arrangements made by the person 
or body in the discharge of their functions are provided having regard to that need” (Children Act 2004, 
S11(2). The Licensing Service forms part of the Authority’s Regulatory Services and is overseen by the 
Environmental Health and Community Safety Manager.  There is a small Licensing team that include a 
Licensing Lead Officer, Administration staff, as well as a dedicated group of Neighbourhood Officers whose 
duties include carrying out enforcement activity within Environmental Protection, Licensing and Community 
Safety & Public Health.

Opinion 

The audit has found that 14 of the 20 controls tested were working effectively.  We found that 
improvements could be made with regards to the Licensing team in being able to identify and assess risks 
associated with their service.  Overall, we found that the Licensing Service has taken an active role in 
reviewing their Safeguarding practices in light of the Rotherham enquiry including making amendments to 
policy and training requirements.

Management Response

Environmental Health & Public Safety Manager
Risk Management - Accepted – this will be reviewed during the next service plan review and additional 
areas considered and included if appropriate
Risk Management – Role of the Licensing Committee - There is an established corporate risk 
management and scrutiny structure in place already therefore I am unsure of the benefits of licensing 
specific risks to report to a separate committee outside of these arrangements. A business report is 
regularly presented to the licensing committee. As well as reporting on key indicators and regulatory 
updates, it’s also an opportunity to raise any issues that may impact on operational delivery. While this 
would not be considered a full risk report, it does provide a means to highlight specific issues and concerns 
that the licensing committee need to be aware of or provide input into. We would contend that this is 
sufficient for the needs of the service.
Loss of Key Staff - While the JD’s for the Neighbourhood Officers are generic providing some cover 
between disciplines, due to the breadth of knowledge needed within each work area and ongoing 
caseloads, in reality deployment on a rotational basis is not practical. Instead the team operate on a ‘lead 
officer’ basis allowing each officer to maintain a specialist knowledge and support colleagues in that area. 
We continue to develop cross functional working within this framework (as has been identified and directed 
within the appraisals of the Neighbourhood Officers) but in terms of this item we would consider this 
reviewed, and will not be implemented.  
Child Exploitation (CSE) & Taxi Service - Audit findings noted and agreed.

See following pages for control table:
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LICENSING - SUMMARY OF MAIN FINDINGS IN RESPECT OF KEY CONTROLS
The table below shows the conclusion derived from the testing of the key controls. 

Risk:  Sexual exploitation of children and vulnerable adults – Taxi Service

KEY CONTROL
SUMMARY OF FINDINGS

Sept 17

O
ct 17

1A. Use of Risk Assessment The service is aware of the risks associated with Child 
Exploitation within the service, from review of the Rotherham 
enquiry.  The service should consider the need to formally assess 
this risk and to consider inclusion within their risk register.

A A

1B. Use of Policy The Taxi policy has been subject to a recent review and includes 
Safeguarding/CSE requirements including mandatory training for 
Licensed Taxi drivers. 

G G

1C. Use of Code of Conduct The Licensing Service have developed a code of conduct 
document which Taxi drivers are aware of.

G G

1D. Training arrangements (Internal) Safeguarding/CSE training has been provided to Licensing staff 
recently and staff has been provided with a list of relevant 3rd 
party contacts.

G G

1E. Training Arrangements for Taxi 
Drivers

Training requirements are clearly stated within the Taxi Policy, 
though as yet, training has not been provided to licensed Taxi 
Drivers.  The Licensing team are working with the Police Force to 
facilitate the initial CSE training.

A A

1F. Vetting Procedures The Licensing service has effective procedures to vet Taxi Drivers 
on application and renewal of a taxi license.  The service should 
consider the benefit of using the Status Check service in future as 
this may enhance safeguarding processes.

 A A

1G. Complaint handling procedures  The Licensing service record and respond to complaints timely.  
For CSE purposes, the service could consider the opportunity to 
record CSE/Safeguarding concerns using a separate field within 
the Idox system.

A A

1H. Use of Central record of 
Licensed Taxi drivers

The service maintains a record of Licensed Taxi drivers on the 
Idox system and on paper record.  The service may need to use 
the Idox system (electronic record) as their main central record in 
future. 

G G

1I. Use of Central record of Licensed 
Taxi drivers who provide transport for 
vulnerable users

Not applicable.  A central record is held by the County Council.
N/A N/A

1J. Terms of reference – Licensing 
Committee roles and responsibilities

The Licensing Lead is due to discuss training requirements with 
Licensing Committee members.  There could be benefit in 
formalising their responsibilities for Safeguarding/CSE within their 
formal terms of reference (TOR).

A A

1K. Communication with multi 
agencies

The service work with other agencies including the Police 
Authority, MASH and the Local Authority Designated Officer 
(LADO).  The Taxi Policy enables the Licensing service to revoke 
and/or suspend a taxi license if a safeguarding issue is raised by 
a 3rd party agency.

G G

1L. Vehicle and Driver inspections There is an established inspection programme (annual checks) 
and all taxi inspections are recorded on their central electronic 
system.  A recommendation has been provided outside of this 
report for the Licensing service to consider the need to include 
CSE/Safeguarding within the inspection template.  

A A
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Risk: Loss of Key Staff 

KEY CONTROL
   SUMMARY OF FINDINGS

Sept 17

O
ct 17

2A. Use of Risk Assessment The risk has been formally risk assessed.  The risk is reviewed 
on at least an annual basis.  

G G

2B. Business Continuity arrangements 
including Business Impact Assessment

The service has implemented a business continuity plan, 
although this has not been tested.  A Business Impact 
Assessment was conducted as part of this audit review.  

G G

2C. Cross Training of staff The team operate on a ‘lead officer’ basis allowing each officer 
to maintain a specialist knowledge and support colleagues in 
that area. We continue to develop cross functional working 
within this framework (as has been identified and directed within 
the appraisals of the Neighbourhood Officers) but in terms of this 
item we would consider this reviewed, and will not be 
implemented.  

G G

2D. Regular review of staffing structure The service review staffing structure where there is a change to 
service requirements.  G G

2E. Arrangements with other Local 
Authorities to provide resources

The Licensing Lead participates in a regional Licensing 
Benchmarking group, although, as yet, there is no formal 
arrangement in place which would allow for resources to be 
made available in the event of loss of key staff.

G G

2F. Development of local procedure 
and guidance documents

The Licensing team have created local procedure guidance 
which is located on the Idox system.  This control has not been 
fully assessed during this audit review.

G G

2G. Use of Staff training programme  The service has not developed a formal training programme for 
Licensing staff.  

There is currently no recognised training or qualification route 
available.  

There is an existing appraisal process, which allows for 
Licensing staff to identify and discuss any training needs.

G G

2H. Job Descriptions There are job descriptions held for all posts within the Licensing 
Service.  These were seen during this review.

G G
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Wessex Home Improvement Loans 2017 – Substantial 

Third Party Audit Carried out by SWAP

Background

If your home is in need of essential repairs and you can't afford to get it done, you can apply for a Home 
Repairs Assistance loan.  Low interest loans to owner-occupiers are administered on behalf of the Council 
by Wessex Resolutions CIC, a not-for-profit company. The maximum amount of loan available is currently 
£15,000 (subject to affordability). To qualify for a loan you must have been resident at your property for 3 or 
more years, or to have been resident in the Torridge area for at least 10 years out of the last 15 years.

Wessex Resolutions CIC administer low interest home loans on behalf of 20 local authorities in the South 
West. 

Since the loan partnership began in 2008, Wessex have provided 57 loans to homeowners across 
Torridge totalling £281,399.  Of this, £79,417 has been repaid and is back in Torridge’s capital pot to 
be reused.  There have been no debt write offs in Torridge to date. 
  
Of the 57 loans, 18 of these have been heating related with a potential NHS saving of £307,526!  

An audit to review the activities of Wessex Home Improvement Loans (WHIL) was undertaken at the 
request of the Consortiums (the Somerset Consortium of Local Authorities, the Devon Consortium of Local 
Authorities and the Wiltshire Consortium) to provide assurance that their funds are being managed 
effectively, efficiently and securely. 

Opinion

I am able to offer substantial assurance as the areas reviewed were found to be adequately controlled. 
Internal controls are in place and operating effectively and risks against the achievement of objectives are 
well managed. 

We are pleased to report that our testing confirmed that there are adequate and effective controls in place 
to manage the provision of loans, investments and local authority subscriptions. Funds invested by the 
Councils specifically for WHIL are ring-fenced from those of the rest of the organisation. Evidence was 
reviewed of the governance arrangements in operation and these were found to be satisfactory. A 
framework of controls exists to ensure that WHIL complies with legislation through applying best practice, 
with a suite of internal policies and procedures to support compliance. Customer satisfaction with the 
service provided by WHIL remains high, with a more holistic survey being implemented since our last audit. 

We can confirm that WHIL continue to provide an efficient, quality service to the Consortium and their 
Clients. No recommendations have been raised within this report. 

http://www.wrcic.org.uk/index.php

